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These terms apply when you create a Webacy developer account, generate an API key, or use the 

Webacy API. By doing any of these, you agree to them. If you sign up on behalf of a company, you 

confirm you have authority to bind it, and "you" means that company. 

1. Eligibility 

You must be at least 18 years old. You may not use the API if you are located in, or ordinarily resident in, 

a country or region subject to comprehensive U.S. sanctions, or if you are on, or owned or controlled by 

anyone on, a U.S. government sanctions or restricted-party list. You must give accurate account 

information. Webacy may ask you to verify your identity or business, and may refuse or close any 

account at its discretion. 

2. Signed agreements 

If you have a signed agreement with Webacy that covers the API, that agreement controls where it 

conflicts with these terms. 

3. License and ownership 

Subject to these terms, Webacy grants you a limited, non-exclusive, non-transferable, non-sublicensable, 

revocable license to use the Webacy API and its documentation (the "API") to build and run your own 

applications, websites, APIs, MCP servers and AI agents ("Your Applications"), within the limits of your 

plan. 

Webacy and its licensors own the API, the Webacy services, and all risk scores, models, methodologies 

and databases behind them. You get no rights other than those stated in these terms. If you send 

Webacy feedback or suggestions, Webacy may use them without restriction or payment to you. 

4. Using API results 

"API Results" means data returned to you by the API. 

(a) Display. You may show API Results to your end users in Your Applications, including individual results 

on publicly accessible web pages, with the attribution required by Section 5. 

(b) API, MCP and agent responses. You may include API Results in responses that your own API, MCP 

server or AI agent returns to your end users, with attribution, as part of Your Application. You may not 

offer API Results as a standalone data feed. 

(c) Caching. You may store the API Result for a given address or asset for up to 24 hours to avoid repeat 

calls. After 24 hours, you must call the API again or delete the stored result. 

(d) Compliance records. You may keep API Results longer where you need them for your own 

compliance, audit, investigation or regulatory record-keeping, and for no other purpose. 



5. Attribution 

Wherever you display or return API Results, show "Powered by Webacy" or similar attribution, following 

Webacy's trademark guidelines at https://www.webacy.com/media-kit. You may not otherwise use 

Webacy's names, logos or marks without written permission. 

You may not change API Results while attributing them to Webacy, present them as your own, or suggest 

that Webacy endorses you or Your Applications. 

6. Restrictions 

You may not: 

•​ sell, resell, sublicense, rent or redistribute the API or API Results as a standalone product, data 

feed, dataset or API; 

•​ systematically query, scrape or bulk download API Results to build or supplement a database or 

dataset; 

•​ use API Results to train or fine-tune any machine-learning or AI model (an AI agent may still use 

API Results at the time of a request to answer an end user under Section 4(b)); 

•​ use the API or API Results to benchmark Webacy or to build a competing product or service; 

•​ share your API keys with anyone outside your organization, or create multiple accounts or keys 

to get around usage or rate limits; 

•​ reverse engineer the API, interfere with its operation, or bypass its security or rate limits; 

•​ use API Results as a factor in decisions about a person's eligibility for credit, insurance, 

employment, housing or other purposes covered by the U.S. Fair Credit Reporting Act or similar 

laws; 

•​ submit personal data to the API other than blockchain addresses and transaction data, unless 

the documentation asks for it; 

•​ use the API in violation of any law or sanctions, or with applications that promote or deal in 

malware or spyware, counterfeit goods, items subject to U.S. embargo, unsolicited mass email, 

hate, defamatory or obscene content, stolen goods, hazardous materials or weapons. 

Any other use not allowed by these terms needs Webacy's prior written consent. 

7. Account and API keys 

You are responsible for all activity under your account and API keys. Keep your keys secure and tell 

Webacy promptly at engineering@webacy.com if one is compromised. Webacy will revoke the key and 

help you issue a new one. You will not be charged for usage after you notify Webacy, where Webacy 

reasonably could have disabled the key. 

8. Rate limits and API changes 

You must stay within the rate and usage limits in the documentation and your plan. Webacy may throttle 

traffic where needed to protect security or system stability, and may monitor API usage to operate the 

service and check compliance with these terms. Webacy may change, add or remove API features and 

will use reasonable efforts to give advance notice of changes that break existing integrations. 



Webacy makes no uptime or service-level commitment unless a signed agreement says so. Beta or 

preview features may change or end at any time. 

9. Fees and billing 

Free tier. Webacy may offer a free tier with the limits shown in the developer portal. Webacy may 

change or end the free tier at any time. 

Paid plans. Paid plans are billed monthly in advance to your payment method and renew automatically 

until cancelled. Usage above your plan's limit is billed at the overage rate shown in the portal. Fees 

exclude taxes, which you pay. You authorize Webacy to charge your payment method for plan fees, 

overage and taxes. 

Cancellation. You can cancel at any time in the portal. Cancellation takes effect at the end of the current 

billing period. Fees already paid are not refunded, including if Webacy suspends or terminates your 

account. 

Price changes. Webacy will give at least 30 days' notice before changing the price of your plan. 

Disputes and non-payment. Raise any billing dispute within 30 days of the charge at info@webacy.com. 

Webacy may suspend access for unpaid fees, and you are responsible for reasonable costs of collecting 

overdue amounts. 

10. Your data 

You keep all rights in data you submit through the API. Webacy may use it to operate, secure, maintain, 

bill for and improve its services. Webacy does not sell your data. Webacy will not use identifiable data 

about your business or personal data you submit to train machine-learning models; this does not cover 

public blockchain data or aggregated, de-identified data. Wallet addresses, transaction hashes and other 

on-chain data are public and are not treated as confidential. Webacy's Privacy Policy at 

https://www.webacy.com/privacy-policy also applies. 

11. Suspension and termination 

You may stop using the API and close your account at any time. Webacy may suspend or terminate your 

account or API access at any time, with or without notice, and is not liable to you for doing so. 

When your account ends, you must stop using the API and delete any cached API Results, except 

compliance records kept under Section 4(d). Sections 3 (ownership), 4(d), 6, 9 (for fees owed), 10 and 12 

through 18 survive termination. 

12. Results are information, not decisions 

Webacy provides risk intelligence and screening information. Risk scores may include false positives or 

false negatives. API Results are not legal, compliance, financial or investment advice. You remain 

responsible for your own compliance policies, risk thresholds and decisions about your customers and 

transactions. 



You must not present API Results to your end users as a guarantee that an address, asset or transaction 

is safe. If you show API Results to end users, your own terms with them must disclaim reliance on API 

Results at least as fully as these terms do. 

13. Disclaimer 

THE API, API RESULTS AND WEBACY SERVICES ARE PROVIDED "AS IS" AND "AS AVAILABLE", WITHOUT 

WARRANTY OF ANY KIND. WEBACY DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS, IMPLIED OR 

STATUTORY, INCLUDING WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, 

ACCURACY, TITLE AND NON-INFRINGEMENT, AND ANY WARRANTY THAT THE API WILL BE 

UNINTERRUPTED OR ERROR-FREE. 

Webacy is not responsible for blockchain networks, smart contracts, wallets, oracles or third-party data 

sources, which are outside its control. 

14. Limitation of liability 

TO THE MAXIMUM EXTENT PERMITTED BY LAW, WEBACY WILL NOT BE LIABLE FOR ANY INDIRECT, 

INCIDENTAL, SPECIAL, CONSEQUENTIAL OR PUNITIVE DAMAGES, OR FOR LOST PROFITS, REVENUE, DATA 

OR BUSINESS, ARISING OUT OF THESE TERMS OR YOUR USE OF THE API, EVEN IF ADVISED OF THEIR 

POSSIBILITY. WEBACY'S TOTAL LIABILITY FOR ALL CLAIMS RELATING TO THESE TERMS OR THE API WILL 

NOT EXCEED THE GREATER OF (A) THE FEES YOU PAID WEBACY IN THE 12 MONTHS BEFORE THE EVENT 

GIVING RISE TO THE CLAIM, OR (B) US$100. THESE LIMITS DO NOT APPLY TO FRAUD, WILLFUL 

MISCONDUCT, OR LIABILITY THAT CANNOT BE LIMITED BY LAW. 

WITHOUT LIMITING THE ABOVE, WEBACY IS NOT LIABLE FOR ANY LOSS OF DIGITAL ASSETS OR FUNDS, 

INCLUDING LOSSES FROM HACKS, EXPLOITS, DEPEGS OR SANCTIONS, OR FROM TRANSACTIONS YOU OR 

YOUR END USERS MAKE OR DECLINE BASED ON API RESULTS. 

15. Indemnity 

You will defend, indemnify and hold harmless Webacy and its affiliates, officers and employees from all 

third-party claims, and related losses, damages and reasonable legal fees, arising from Your Applications, 

your end users' use of or reliance on API Results through Your Applications, data you submit, your breach 

of these terms, or your violation of law or third-party rights. 

16. Changes to these terms 

Webacy may update these terms. Webacy will email the address on your account and post a notice in 

the developer portal at least 30 days before changes take effect. Changes required by law or to address 

security may take effect sooner, with notice as soon as practical. If you keep using the API after that date, 

you accept the updated terms. If you do not agree, stop using the API and close your account before that 

date. 

17. Governing law and disputes 

These terms are governed by the laws of the State of New York, without regard to its conflict-of-laws 

rules. Any dispute arising from these terms or the API must be brought in the state or federal courts 



located in New York County, New York, and both parties submit to those courts' jurisdiction. Any claim 

must be brought within one year after the event giving rise to it. 

Both parties waive any right to a jury trial. You may bring claims only on your own behalf, not as a 

plaintiff or class member in any class or representative action. Webacy may seek an injunction in any 

court to stop misuse of the API, API Results or its intellectual property. 

18. General 

These terms, together with the documentation, your plan details and the policies they reference, are the 

entire agreement between you and Webacy about the API. You may not assign these terms without 

Webacy's written consent. Webacy may assign them in connection with a merger, reorganization or sale 

of its business or assets. If any provision is unenforceable, it will be modified only as needed to make it 

enforceable, and the rest stays in effect. Webacy's failure to enforce a provision is not a waiver. Webacy 

is not liable for delays or failures caused by events beyond its reasonable control. You agree to receive 

agreements and notices electronically. You must comply with all applicable export control and sanctions 

laws. If you are a U.S. government entity, the API is a "commercial item" and these terms govern its use. 

Webacy will send notices to the email address on your account. Send notices to Webacy at 

info@webacy.com. 

Webacy, Inc., 548 Market St., San Francisco, CA 
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